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1. Policy Statement 

This Privacy Policy sets out how Mandurah Baptist College (the College) manages 
personal information provided to or collected by it. The College is an Australian Privacy 
Principle (APP) entity and is bound by the Privacy Act 1988 (Cth) and the Australian Privacy 
Principles (APPs).  

This Privacy Policy explains how personal information is collected, held, used and 
disclosed; how individuals may access and request correction of their personal 
information; and how privacy complaints are handled.  

This Privacy Policy is reviewed regularly and may be updated from time to time. The 
current version is published on the College website and is available free of charge upon 
request in an alternative format where reasonably required.  

2. Scope 

This Policy applies to all personal information collected, used, stored, and shared by the 
College in connection with individuals who interact with the College. It covers records 
obtained through academic, administrative, financial, and digital systems, including both 
on-campus and online interactions. 

3. Rationale 

The purpose of this Policy is to ensure compliance with, but not limited to the following 
Legislation and Principles in relation to the preservation of an individual's privacy: 

• Privacy Act 1988 (Cth) 
• Australian Privacy Principles 
• Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth) 
• Privacy Amendment (Notifiable Data Breaches) Act 2017 (Cth) 
• School Education Act 1999 (WA) 
• The Freedom of Information Act 1992 (WA)  

4. Definitions 

4.1 Individual: includes students (past, present and future), parents/guardians, 
prospective parents/guardians, staff (past, present and future), job applicants, 
volunteers, suppliers, visitors, contractors, board members. 

4.2 Personal Information: information or an opinion, whether true or not, and whether 
recorded in material form or not, about an identified individual, or an individual 
whose identity is reasonably apparent, or can be determined, from the relevant 
information or opinion and includes such information as a person’s name, address, 
financial information, marital status or billing details. 

4.3 Sensitive Information: a type of personal information. It includes information with 
respect to an individual’s racial or ethnic origin; political opinions; membership of a 
political association; religious beliefs or affiliations; philosophical beliefs; 
membership of a professional or trade association; membership of a trade union; 
sexual preferences or practices; criminal record as well as health and genetic 
information. Special requirements apply to the collection and handling of sensitive 
information. 
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4.4 Health Information is a subset of sensitive information. It includes any information 
collected about an individual’s health or disability and any information collected in 
relation to a health service that is provided. It includes such things as notes of 
symptoms, diagnosis or treatments and doctor’s reports. 

4.5 Record: for the purposes of the Privacy Act 1988 (Cth), a record includes any 
document, database (however kept), photograph, image, audio or video recording, 
or other recorded material in which personal information is held or can be retrieved. 

A record may exist in paper or electronic form, including emails, electronic files, 
digital systems, cloud‑based platforms, photographs or video recordings. 

A record does not include information held only in a person’s memory, generally 
available publications, or material that is not retained or stored by the College in any 
recorded form. The Privacy Act regulates personal information contained in a 
‘record’ (e.g. written down, on a database, in a photograph or video etc.) A ‘record’ 
includes a ‘document’ or an ‘electronic or other device’. 

5. Kinds of Personal Information the College Collects 

The types of information the College may collect includes, but is not limited to, personal 
information, including health and other sensitive information, about:  

5.1 Students and parents and/or guardians (‘Parents’) before, during and after the 
course of a student’s enrolment at the College, including:   

• name, contact details (including next of kin), date of birth, gender, language 
background, previous school and religion; 

• parents’ education, occupation, language spoken at home, nationality and 
country of birth;  

• health information (e.g., details of disability and/or allergies, dietary requirements, 
absence notes, immunisation details, medical reports and names of doctors);  

• results of assignments, tests and examinations;  
• conduct and complaint records, or other behaviour notes, and school reports;  
• information about referrals to government welfare agencies;  
• counselling reports;  
• health fund details and Medicare number;  
• any Family Court orders;  
• criminal records;  
• volunteering information; and  
• photos and videos at College events; 

5.2 job applicants, volunteers and contractors, including:   

• name, contact details (including next of kin), date of birth, and religion;  
• information on job application;  
• professional development history;  
• salary and payment information, including superannuation details;  
• health information (e.g., details of disability and/or allergies, and medical 

certificates);  
• complaint records and investigation reports;  
• leave details 
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• photos and videos at school events;  
• workplace surveillance information; and  
• work emails and private emails (when using work email address) and Internet 

browsing history; and  
5.3 Other people who come into contact with the College, including name and contact 

details and any other information necessary for the particular contact with the 
College. 

6. How the College Collects Personal Information 

6.1 Personal information individuals provide: The College generally collects personal 
information about an individual directly from the individual (or their parent in the case 
of students). This includes by way of forms, face-to-face meetings and interviews, 
emails and telephone calls.  

6.2 Personal information provided by other people: In some circumstances the College 
may be provided with personal information about an individual from a third party, for 
example a report provided by a medical professional, a reference from another 
school or a referee for a job applicant. If a student transfers to a new school, the new 
school may collect personal information about the student from the student’s 
previous school to facilitate the transfer of the student. 

6.3 Personal information from other sources: We may also collect personal information 
through surveillance activities (such as CCTV security cameras) and student email 
and network monitoring. 

6.4 In addition to the Privacy Policy, the College may need to explain specific privacy 
practices in more detail at other times. In such circumstances the College develops 
and provides separate privacy notices to describe how the College will use the 
personal information collected. For example, where the College asks for personal 
information in relation to a particular activity or program, the College will provide a 
privacy notice at the time of collection or as soon as practicable afterwards, which 
details our personal information handling practices in relation to that particular 
activity or program. 

6.5 The College maintains, on an ongoing basis, a Personal Information Register that 
explains the various types of personal information collected and held, what the 
information is used for and the third parties to whom the information is normally 
disclosed. Where applicable, the document also details where the College is 
authorised to collect, use or disclose information under legislation relevant to 
College functions, activities and programs. The Personal Information Register is 
retained by the College Registrar. 

7. Purpose for which the College Collect Personal Information 

7.1 Collection of Sensitive Information 
In carrying out functions, activities and programs the College may collect personal 
information that is sensitive information. The APPs impose additional obligations on 
the College when collecting, using or disclosing sensitive information. The College 
may only collect sensitive information: 

• where consent is provided; 
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• where required or authorised by law; or 
• where a permitted general situation exists such as to prevent a serious threat to 

health and safety. 

The College also collects sensitive information where authorised to do so for the 
purposes of human resource management, investigations and responding to inquiries 
by external agencies. 

7.2 Collecting Personal Information from Students 
In carrying out functions, activities and programs the College may collect personal 
information about students, either directly from them, through their parents/guardians, 
or from their teachers. Where students are over the age of 18, the College may collect 
information directly from them as they are likely to have the capacity to understand any 
privacy notices provided to them and to give informed consent to collection. For 
students under the age of 18, or where capacity to provide consent is an issue, the 
parents/guardians will be notified and their consent sought. 

7.3 Student Information and Parent Access 

The College generally seeks parental consent for privacy matters involving 
students under 18. However, in certain circumstances, particularly for sensitive 
information (such as health, counselling, or legal matters), the College may 
assess whether a student is mature enough to exercise their own privacy rights. 
This will be determined on a case-by-case basis, in line with the Privacy Act 1988 
(Cth) and guidance from the Office of the Australian Information Commissioner 
(OAIC).  

8. Use and Disclosure of Personal Information 

8.1 The College will only use and disclose personal information for the primary purpose 
of collection. Personal information will only be used for a secondary purpose if 
consent has been obtained, where it is reasonably expected or if such use or 
disclosure falls within a permitted exception. 

8.2 Sensitive information will be used and disclosed for the primary purpose of 
collection, unless the College is advised otherwise, or the use or disclosure is 
required/permitted by law. 

8.3 College staff are required to respect the confidentiality of personal information and 
the privacy of others. 

8.4 Personal information may be shared with third parties  to prevent a serious and 
imminent threat to someone’s life, health or safety; to prevent a serious threat to the 
community’s health or safety; or assist in the prevention or investigation of an 
offence or breach of a prescribed law. 

8.5 The College may disclose personal information to third parties where necessary, 
including: 

• Government departments (e.g., Department of Education WA, ACARA, Australian 
Taxation Office) 

• Educational service providers (e.g., external assessors, curriculum providers) 
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• IT service providers (e.g., cloud storage providers such as Microsoft Office 365, 
which may store data overseas) 

• Legal and health professionals where required by law or for student welfare 

8.6 The College prohibits the unauthorised publication or misuse of personal 
information by staff, students, parents or third parties, including the disclosure of 
personal or sensitive information in a manner that may cause harm, harassment or 
distress to an individual. 

8.7 The College takes reasonable steps to prevent unauthorised access, use and 
disclosure of personal information held by the College. Where the College becomes 
aware of a misuse of personal information that may pose a risk to an individual, it will 
take appropriate steps in accordance with its legal obligations, relevant policies and 
applicable reporting frameworks. 

9. Automated Decision Making 

The College does not currently use automated decision-making technologies that make 
decisions which could reasonably be expected to significantly affect the rights or interests 
of individuals. If this position changes, the College will update this Privacy Policy in 
accordance with the requirements of the Privacy Act. 

10. How the College Stores personal information 

The College holds personal information in a range of paper-based and electronic records, 
including cloud-based systems. The College retains general student records for at least 
seven (7) years,  after a student leaves, in accordance with the School Education Act 1999 
(WA) and by following the College’s Records Management Policy. Sensitive health and 
safety records, as well as other records covered by relevant legislation, may be retained 
indefinitely to meet legal and risk management requirements. 

10.1 Data Quality 
The College takes all reasonable steps to make sure that the personal information 
collected and stored is accurate, current, complete, relevant, not misleading and 
not held for longer periods than is necessary. 

10.2 Electronic Communication 

The College only records someone’s email address when they send a message to 
the College or as part of enrolment or registration. Any personal information, 
including email addresses, will only be used or disclosed for the purpose for which 
it was provided. 

11. Overseas Disclosure and Cloud Storage 

The College will, on occasion, disclose personal information to overseas recipients. The 
situations in which the College may disclose personal information overseas include: 

• The publication on the internet of material which may contain personal 
information, such as photographs. 

• The provision of personal information for overseas tours (where consent has been 
given for this); and 
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• The provision of personal information to recipients using Office 365, which 
includes email and document storage where data is stored on an overseas server. 

Before disclosing personal information to overseas recipients, the College takes 
reasonable steps to ensure the disclosure complies with the requirements of APP 8, 
unless an exception applies under the Privacy Act. Where personal information is 
disclosed to overseas service providers (such as cloud-based IT providers), the College 
uses contractual and technical safeguards designed to protect personal information. 

12. Direct Marketing and Fundraising 

The College treats marketing and seeking donations for the future growth and 
development of the College as an important part of ensuring that the College continues 
to be a quality learning environment in which both students and staff thrive. Personal 
information held by the College will not be disclosed to an organisation that assists in the 
College's fundraising without consent. 

Parents/Guardians, staff, contractors and other members of the wider College community 
may from time to time receive fundraising information. College publications, like 
newsletters and yearbooks, which include personal information, may be used for 
marketing purposes. The College will provide an opt-out for individuals requesting not to 
receive direct marketing communications. 

13. Security of Personal Information 

The College takes all reasonable steps to protect the personal information held against 
loss, unauthorised access, use, modification, disclosure or misuse. 

The College restricts access to information on the College databases on a need-to-know 
basis with different levels of security being allocated to staff based on their roles and 
responsibilities and security profile.  

Taking reasonable steps to destroy or de-identify information that is no longer needed. 

14. Accessing and Correcting Personal Information 

An individual has the right under the Privacy Act to access personal information the 
College holds about them; there are exceptions to this, for example, where access may 
impact the privacy of others or pose as a threat to the individual. 

An individual also has a right under the Privacy Act to request corrections to any personal 
information that the College holds about them if they think the information is inaccurate, 
out-of-date, incomplete, irrelevant or misleading. 

To make a request to access personal information the College requires a request in 
writing. The College will respond to this request within 10 business days (should not 
exceed 30 days). Where it is reasonable, the College will provide access in the manner 
requested. The College may charge a reasonable fee for giving access to personal 
information if the request requires substantial effort for staff. 

If a request for access is refused the College will provide written reasons on why the 
request was refused; details on how to make a complaint will also be included in this 
response. 
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15. Consent and Rights of Access to the Personal Information of Students 

The College respects every Parent's right to make decisions concerning their child's 
education. 

Generally, the College will refer any requests for consent and notices in relation to the 
personal information of a student to the student's Parents. The College will treat consent 
given by Parents as consent given on behalf of the student, and notice to Parents will act 
as notice given to the student. 

As mentioned above, parents may seek access to personal information held by the 
College about them or their child by contacting the College. However, there will be 
occasions when access is denied. Such occasions would include where the release of the 
information would have an unreasonable impact on the privacy of others, or where the 
release may result in a breach of the College's duty of care to the student. 

The College may, at its discretion, on the request of a student grant that student access 
to information held by the College about them or allow a student to give or withhold 
consent to the use of their personal information, independently of their 
parents/guardians. This would normally be done only when the maturity of the student 
and/or the student's personal circumstances so warranted. 

16. Data Breach 

In the event of a data breach that is likely to result in serious harm, the College will follow 
the Notifiable Data Breach (NDB) scheme requirements as per the College Data Breach 
Policy, including but not limited to: 

• Conducting a prompt assessment within 30 days 

• Notifying affected individuals and providing guidance on how to mitigate risks 

• Reporting the breach to the Office of the Australian Information Commissioner 
(OAIC) with details on the breach and response measures 

17. Enquiries and Complaints 

If an individual has any enquiries or complaints about privacy, or if they wish to access or 
correct their personal information, they are to refer to the Complaints Handling Policy, 
(available on the College website), email admin@mbc.wa.edu.au, or write to: 

Principal, Mr Matt Dusci 
Mandurah Baptist College 
PO Box 4116 

Mandurah North, WA, 6210 
 
 
 
 
 
 
 


